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ABSTRACT

The Caesar Cipher is a classical cryptographic algorithm that applies a static character shift, resulting in a limited
key space and vulnerability to brute-force and frequency analysis attacks; this limitation highlights a research gap
in developing a simple yet more secure and efficient modification of the algorithm. This study aims to enhance the
security of the Caesar Cipher by introducing a prime number based dynamic key mechanism, in which each
plaintext character is encrypted using the i-th prime number according to its position, thereby increasing ciphertext
variability and reducing repetitive patterns. The proposed method is evaluated using texts of varying lengths to
examine encryption and decryption consistency, key space expansion, character diffusion, and computational
efficiency. The security analysis focuses on resistance to brute-force and statistical frequency analysis attacks,
while performance evaluation considers processing time and theoretical algorithmic complexity. The experimental
results demonstrate that employing prime numbers as dynamic keys significantly enlarges the key space and
improves resistance to classical cryptanalysis without introducing substantial computational overhead. Therefore,
the proposed approach provides a more effective and secure solution compared to the conventional Caesar Cipher
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1. INTRODUCTION

The rapid advancement of information and communication technology has increased the need for data
security systems capable of protecting information from unauthorized access. In this context,
cryptography plays a crucial role in ensuring the confidentiality, integrity, and authenticity of data across
various digital applications, such as information systems, wireless communications, and the Internet of
Things [1]. Symmetric cryptography is still widely used due to its simplicity and efficiency, particularly
in systems with limited computational resources. One of the most well-known classical symmetric
cryptographic algorithms is the Caesar Cipher. This algorithm operates by shifting each character in the
plaintext by a certain fixed value within the alphabet. The Caesar Cipher offers advantages in terms of
ease of implementation and understanding of fundamental cryptographic concepts[2]. However, the use
of a static shift key results in a very limited key space, making the algorithm vulnerable to brute force
attacks and frequency analysis [2],[3]. With the growing demand for data security, various studies have
been conducted to modify the Caesar Cipher algorithm in order to enhance its security level. Several
approaches have been developed, including the use of dynamic keys, integration with other
cryptographic algorithms, and the application of specific mathematical concepts to expand the key space
and increase the complexity of the resulting ciphertext[4],[5]. This modification aims to reduce the main
weaknesses of the Caesar Cipher without eliminating the simplicity of the algorithm. One potential
approach to enhancing the security of the Caesar Cipher is the utilization of prime numbers. Prime
numbers possess unique mathematical properties, are non-repetitive, and difficult to predict, making
them widely used in various modern cryptographic schemes to expand the key space and improve
resistance against cryptanalytic attacks[6],[7]. By utilizing prime numbers as the basis for generating
dynamic keys, it is expected that the variation of the ciphertext can increase significantly.

Based on this background, this study proposes a modification of the Caesar Cipher by using a sequence
of prime numbers as dynamic and deterministic shift values. Each plaintext character is encrypted using
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a different prime number in sequence. Unlike previous approaches that employ random keys or complex
algorithms, the proposed method maintains the simplicity of the original Caesar Cipher, making it
suitable for lightweight cryptographic applications and educational purposes [5], [8]. The main
contributions of this study include the development of a prime number—based Caesar Cipher algorithm
while maintaining computational simplicity, the implementation of encryption and decryption methods
using dynamic shifts derived from prime numbers, and the evaluation of the algorithm’s performance
and security, which demonstrates improved resistance to brute force attacks and frequency analysis
compared to the traditional Caesar Cipher.

2. METHODOLOGY
The research methodology was designed to evaluate the effectiveness of the prime number based
modification of the Caesar Cipher in enhancing cryptographic security. An experimental approach was
employed to compare the proposed method with the conventional Caesar Cipher in terms of security
and performance aspects..

2.1 Research Methodology Flow
The research was conducted through several stages, which include:
a. A literature review on the Caesar Cipher and the use of prime numbers in cryptography
The design of a prime number—based algorithm
The implementation of the encryption and decryption processes
Testing using text data with varying lengths

© a0 o

Security analysis and performance evaluation of the algorithm.

f. Drawing conclusions.
These stages are visualized in the form of a research methodology flowchart, the workflow illustration
can be seen in Figure 1.
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2.2 Research Data
The research data consist of alphabetic characters (A—Z) with varying text lengths, categorized as:

a. Short text

b. Medium-length text

c. Long text
Alphabetic data are commonly employed in classical cryptography research to assess the consistency of
encryption and decryption mechanisms, as well as to analyze the structural patterns of the generated
ciphertext [2], [3].

2.3 Caesar Cipher Algorithm
The conventional Caesar Cipher employs a single fixed shift value (k). The encryption and decryption
processes are formulated as follows:

C; = (P; + k) mod 26 (1

P, = (C; — k) mod 26 ()
This method has a primary limitation in the form of a limited key space and ciphertext patterns that are
easily analyzed using brute-force attacks and frequency analysis [2], [4].

2.4 Prime Number Based Caesar Cipher

In the proposed method, the shift values are generated using a sequence of prime numbers as a dynamic
key. Each plaintext character is encrypted using the i-th prime number, following a dynamic key
approach in classical cryptography aimed at increasing ciphertext variation[5], [6], [9], [10]. The
encryption process is formulated as follows:

Ci = (Pl + pl) mod 26 (3)
The decryption procedure is defined as follows:
Pi = (Cl — pl) mod 26 (4)

where P; denotes the i — th prime number. The conceptual working mechanism of the modified Caesar
cipher algorithm can be observed in Figure 2.
Encryption Decryption

- D
D

Encryption Decryption
Figure 2. Encryption and Decryption Process
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2.5 Encryption Process
The stages of the encryption process are as follows:
a. The plaintext is entered into the system
b. Each letter is converted into its numerical representation (A = 0 to Z = 25).
c. The system generates a sequence of prime numbers corresponding to the length of the
plaintext.
d. The numerical values derived from the plaintext are shifted using the prime numbers.
e. The result of the modulo 26 operation is converted back into characters to produce the
ciphertext.
Illustration of the encryption process using a prime number—based Caesar cipher [11], [12], [13].

Plaintext = HELLO
Prime Numbers = 2, 3, 5, 7, 11

Plaintext | H l E | L L | H 14

e 2 | 3 | s 2V 9 1

Mod 26 Result| 9 : i 1 16 18 | 25 11

Ciphertext | J | H 1 P S 1 L 14
(" Ciphertext = THPST! D

Figure 3. Encryption Process

2.6 Decryption Process
The decryption process consists of the following steps:
a. The encrypted text (ciphertext) is converted into its numerical representation
b. The key used is the identical sequence of prime numbers.
¢. The numerical values of the ciphertext are subtracted by the corresponding prime numbers.
d. The result of the modulo 26 operation is converted back into the original plaintext
[llustration of the decryption process using a prime number—based Caesar cipher [14].

Ciphertext = JHPST!

Prime Numbers = 2, 3, 5,7, 7, 11

|
v w w

Ciphertext | J H P S T 25
- Shift 2 3 5 7 11 14
Mod 26 Result | 7 4 11 11 14 14
Plaintext H E L L O 14
\ ‘ | |
\
v v \H “/ v

( Plajntm;gt= HELLO )

Figure 4. Decryption Process

Authors : Rizka Putri Rahayu, Achmad Fauzi*, Christnatalis HS °



(Arms JAMeR (Journal of Artificial & Multidisciplinary Research)
% Vol. 1 No. 1, March 2026 E-ISSN : xXXX-XXXX

2.7 Security Analysis

The security analysis was conducted by considering the following aspects:
a. Key space consideration, to evaluate the increase in the probability of key combinations.
b. Ciphertext variation, to observe the extent of character diffusion.
c. Resistance to attacks, particularly brute-force attacks and frequency analysis[2].

2.8 Performance Evaluation
The performance evaluation includes the following aspect:
a. Encryption and decryption execution time
b. Accuracy of the decryption results.
c. Theoretical computational complexity of the algorithm.
The obtained results were utilized to compare the performance of the conventional Caesar Cipher with
the proposed prime number based approach[15], [16].

3. RESULTS AND DISCUSSION

This section describes the design and implementation process of the proposed prime number—based
Caesar Cipher algorithm. The explanation focuses on the mechanism for generating prime number keys,
the encryption and decryption processes, and an implementation example to clarify how the algorithm
works

3.1 RESULTS

In the proposed method, the key is no longer a single fixed shift value, but rather a sequence of prime
numbers used sequentially for each plaintext character. Prime numbers are selected due to their
mathematical property of having no divisors other than 1 and themselves, thereby increasing the
complexity of the character shift pattern. The sequence of prime numbers is generated according to the
length of the plaintext. For example, if the plaintext consists of # characters, the system generates the

Plaintext

v
[ Length of plaintext = n ‘
L

v

first n prime numbers as dynamic keys.

{ Generate the first n prime numbers ]

& Ciphertext
Character G

[ ‘Ciphertext
I Character G|

Figure 5. Flowchart of Prime Number Key Generation and Character Shifting Process
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3.1.1 Encryption Process Implementation
The encryption process is performed by shifting each plaintext character according to the corresponding
prime number. The implementation steps of the encryption process are described as follows:

a. The plaintext is entered into the system.

b. Each character is converted into its numeric representation within the range A =0to Z =25

c. The system generates a sequence of prime numbers according to the length of the plaintext

d. Each numeric plaintext value is shifted using the corresponding i-th prime number.

e. The shifted result is taken modulo 26 and converted back into a ciphertext character.
Mathematically, the encryption process is expressed by the following equation:

¢, = (P, + P})mod 26 (5)

Where P; represents the numeric value of the i — th plaintext character, and P; denotes the the i —
th prime number used as the dynamic shift key.

— | =
( Plaintext ‘ ‘ H ‘ E ’ L | TP }
Nilai Numerik 7 I 4 I 1 | 15 ‘

2[5 [517]
| | |

Prime Number

’ 7+‘2J| 4+3 H11+5 H15.+7'
x‘n y |

e o |[7 ][ |[22]
Modulo 26 Value 9 H 7 H '16 H 22 |
) ‘: - - il

[EN]EN] P v

C Ciphertext = JHPV! )

Figure 6. Encryption Process of the Prime Number—Based Caesar Cipher

3.1.2 Decryption Process Implementation
The decryption process is performed to restore the ciphertext to the original plaintext using the same
sequence of prime numbers. The decryption steps are as follows:

a. The ciphertext is converted into its numeric representation.

b. The same prime numbers are used as the keys.

c. The numeric value of each ciphertext character is subtracted by the corresponding i-th prime

number.

d. The result of the operation is taken modulo 26 and converted back into a plaintext character.

The decryption process is mathematically expressed by the following equation:

P. = (C; — P!) mod 26
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Figure 7. Decryption Process of the Prime Number—Based Caesar Cipher

3.2 DISCUSSION

For Ilustrations, the plaintext “DATA” is encrypted using the initial prime numbers {2, 3, 5, 7}. The
shifting process produces different ciphertext for each character, resulting in a non-uniform shift pattern
unlike the conventional Caesar Cipher. This implementation demonstrates that the use of prime numbers
as dynamic keys can generate more varied and less predictable ciphertext..

This section discusses the testing results of the prime number—based Caesar Cipher algorithm, as well as
the security and performance analysis. The evaluation was carried out by comparing the proposed method
with the conventional Caesar Cipher.

3.2.1 Encryption and Decryption Testing

Testing was conducted using text data of varying lengths, including short, medium, and long texts. The
results demonstrate that the prime number—based Caesar Cipher algorithm is able to perform encryption
and decryption processes consistently. The decrypted plaintext always matches the original plaintext,
indicating that the proposed algorithm functions correctly

Table 1. Encryption and Decryption Test Results

No Text Length Plaintext Ciphertext Decryption Result
Type (Proposed)
1 Short 5 Hello JHPST Hello
2 | Medium 11 Kriptografi MTNKYZVIFS Kriptografi
M
3 Long 25 Keamanandatateksr Keamanandatateksra
ahasia hasia

3.2.2 Differences in the Modified Caesar Cipher Method

The security analysis was conducted to evaluate the algorithm’s resistance to cryptanalytic attacks. The
analyzed parameters included key space, ciphertext variation, and resistance to brute force attacks and
frequency analysis. The results indicate that the use of prime numbers as dynamic keys increases the
complexity of attacks compared to the conventional Caesar Cipher.
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Caesar Cipher Konvensional Prime-Based Caesar Cipher
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KIH O O R JIH|P S| T

Figure 8. Comparison between the Conventional Caesar Cipher and the Prime Number Based
Caesar Cipher

Table 2. Algorithm Security Comparison

Aspect Conventional Caesar Proposed Method
Key Type Static Dynamic (prime numbers)
Key Space Small Larger
Ciphertext Pattern Easy to analyze More random
Brute Force Resistance | Low Higher
Frequency Analysis Vulnerable More difficult

3.2.3 Algorithm Performance Evaluation

The performance evaluation was conducted to assess the efficiency of the proposed algorithm. The
evaluation parameters included encryption and decryption processing time as well as the theoretical
complexity of the algorithm. The results indicate that the addition of the prime number generation
process does not cause a significant increase in computational time.

Table 3. Algorithm Performance Evaluation

Method Encryption | Decryption | Complexity
Time Time
Conventional Very fast Very fast O(n)
Caesar
Proposed Fast Fast O(n)
Method

Based on the testing results, security analysis, and performance evaluation, it can be concluded that the
modification of the Caesar Cipher using prime numbers as dynamic keys is capable of enhancing
security compared to the conventional method. This approach expands the key space and produces more
varied ciphertext patterns without compromising computational efficiency. Nevertheless, the algorithm
remains a classical cryptographic technique and is therefore more suitable for lightweight applications
and educational purposes in cryptography.
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4. CONCLUSION

The conclusions of this study are as follows:

1. The modified Caesar Cipher algorithm using prime numbers as dynamic keys is capable of
performing encryption and decryption consistently without any loss of information, as
demonstrated by the match between the original plaintext and the decrypted result.

2. The use of a sequence of prime numbers as dynamic keys expands the key space and produces

more diverse ciphertext variations, making it more resistant to brute force attacks and frequency
analysis compared to the conventional Caesar Cipher.

3. The algorithm maintains linear complexity with respect to the length of the plaintext without

significant increases in computation time, classifying it as a lightweight cryptographic method
suitable for systems with limited computational resources and for educational purposes in

cryptography.

5. SUGGESTIONS

The following are recommendations for future development of this research:

1. To further strengthen the achieved security advantages, the prime number—based Caesar Cipher
method can be combined with other cryptographic techniques, such as transposition methods or
modern substitution algorithms, in order to produce a more complex encryption system that is
more resistant to various types of attacks.

2. Future developments may include applying the algorithm to non-alphabetic data, including

numerical characters and special symbols, as well as implementing it in the form of an
application or a simple security system to evaluate its effectiveness in real-world scenarios.

3. To ensure that efficiency and lightweight cryptographic characteristics are maintained, further

testing on large-scale data and within real system environments is necessary to comprehensively
evaluate performance, scalability, and security levels.
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